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Stefan Jakoubi
Head of Professional Services, CISO

Prokurist

• Since 18 years in “the” InfoSec field 

o Main focus on security governance

• CISO of the research center SBA Research

o Scientific & Applied Research (maybe NIS-2)

o Professional Services = ISO27001 certified &

Qualified Body according to the Austrian NIS Act

• Head of Professional Services = cost-aware ;-)

SBA Research, 2024
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From October 18th, it will be 
"compliant" or "non-compliant"
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NIS-2 Directive

• Objective: This directive aims to build cybersecurity capabilities across 

the Union and to mitigate threats to network and information 

systems which provide essential services in key sectors.

• Further development of NIS-1 (since 2018)

o NIS-1 in Austria → ~100 Companies that provide essential services

o NIS-2 in Austria → ~6.000 companies + supply chain

SBA Research, 2024

NIS-2
Directive

NIS-2
Law

2024-10-17
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NIS-2 Key Sectors
Focus on Medium Sized and Large Enterprises

SBA Research, 2024

• Energy
• Transport
• Banking
• Financial market infrastructures
• Health
• Drinking water
• Waste water
• Digital infrastructure
• ICT service management (B2B)
• Public administration
• Space

• Postal and courier services
• Waste management
• Manufacturing, production and 

distribution of chemicals
• Production, processing and 

distribution of food
• Manufacturing

− Manufacturing of machinery
• Digital providers
• Research

Important Entities Essential Entities

Remark: Small Enterprises only if „key role for society“
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NIS-2 Directive
Strict Management Liabilities
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https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32022L2555

NIS-2
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NIS-2 Directive
Cybersecurity Risk-Management as Fundamental Pillar
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https://eur-lex.europa.eu/legal-content/DE/TXT/?uri=CELEX:32022L2555

NIS-2
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NIS-2 Directive
Risk-Management Measures

SBA Research, 2024 https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32022L2555

NIS-2
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NIS-2 Law Appendix 3

SBA Research, 2024

NIS-2
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NIS-2 Compliance Planning
Check existing Standards & Best-Practises

SBA Research, 2024

NIS-2
Directive

NIS-2
Law

18.10.2024

Governance
ISMS – Security processes

TOMs
Technical, operational & 
organizational measures

Training
Management bodies & employees

Hint: check ISO27001 & ISO27002 for preparation!
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NIS-2 Challenges for SME
Selected topics with common cyber security weaknesses

SBA Research, 2024

NIS-2
Directive

NIS-2
LAW

18.10.2024G
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Information security 

risk management

Quality Assurance & 
internal control system

Supplier Risk 
Management

Management of 
cyber security incidents

InfoSec “placement” in 
the entire company

Vulnerability 
management

Information security management system (ISMS)

Application security

Security Hardening

Security Incident 
Response Capabilities

Training program

Alerting Capabilities
SIEM

Cyber Resilience Act
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SBA Research – Professional Services

SBA Research, 2024

Software & Application Security

Infrastructure & Cyber Defense

Information Security Management

SBA Academy

https://www.sba-research.org/professional-services 

https://www.sba-research.org/professional-services
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Questions & Discussion

SBA Research, 2024
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Stefan Jakoubi

Head of Professional Services, CISO

Prokurist

SBA Research

Floragasse 7, 1040 Wien

+43 660 510 20 40 

sjakoubi@sba-research.org
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